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What do usernames, passwords and challenge 

questions have in common?  

If you are thinking they make up an account, you are 

correct. Accounts are created by setting up a username 

and password. Some accounts also offer challenge 

questions that permit the user to personalize their 

answers.   

Usernames are created when you register an 

account for the first time and uniquely assigned to you 

so you can access 

your information. They 

are usually not case 

sensitive.   

Passwords are the 

key to get to your 

account. When setting 

up your account, use 

strong, complex 

passwords.  Most of 

the time passwords 

are case sensitive.  

Challenge Questions 

are the clues you can 

use to remember or 

reset your password.  

Accounts provide 

convenient and secure ways to login and access your 

information for work,   e-mail, banks, etc.  

With the growing use of online accounts, there is 

potential for information to be compromised. Check out 

these tips to create a username and password that will 

minimize the chance of your information being 

compromised.  

Have you ever forgotten your password? If you 

setup responses to Challenge Questions, the 

chances are good that you maybe able to reset your 

password on your own.  

When you have a choice of questions, use ones 

where the answer is not publicly available.  For 

example, “What is your favorite book?”  is a safer 

bet than “Where were you born?” You can also 

make up answers as long as you can remember 

them when challenged.  
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CREATE STRONG PASSWORD 

Make your password stronger by: 

 Not making it the same as your username 

 Using a combination of letters (upper and 

lower case), numbers and special characters 

 Using at least ten or more characters for the 

password 

SETUP CHALLENGE QUESTIONS 

ESTABLISH USERNAME 

Your username is the first part of the account and 

may be created or auto-generated. If you are 

selecting your own username, consider the 

following:   

 Avoid using your name (first or last) as part of 

the username 

 Don’t use your Social Security number 

 Create usernames which contain both letters 

and numbers 

 Use information you will find easy to 

remember without writing down  
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